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1. devinishnaalusunsy ESET Endpoint Antivirus ta3aiseusaeauysaiudd asiintendald
Y04lUTUNTULANITUINATINGNIDADUNUADS FagUTN (1)
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SUT (1)

2. TunsalfeSesinswensedumesiin TUsunsuazvinmsdmanlidgudeyaldalee
SAlulR wazaruanstonumamnmssangiudeyaliiaadedu Funsinadun
mundaduiufioongudeyalfanswanaign) Ui (2)

r ]

ESET Endpoint Antivirus * X

Virus signature database successfully updated to
wversion 7369 (20120809).

3. Welusunauiuduauds sxiilenouvedlusunsuusngidaindwsd naueawes
900 awnsaruilardnilorsuiiofonuiine1slusunsy ESET Endpoint Antivirus s
I faguil (3)
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4. Wawgmihnwmanvedusunsuaziansdiudnsegldanu fsgun (4)

#* Protection status

\/
** Computer scan

<> Update
<> Setup

R/
*%* Tools

X8 Help and support
ESET

me%’agaﬁa'gﬁ’uaamzmi{lmﬁ’umm ESET Endpoint Antivirus
FudeniavdelamnsafmunauasUnldnsaununuuaunds
W0 MIALUTIFMUALe
wansteyaifrunssmangrutoyalada
USuszauanulasnisdmsunauiames, Lulasdiua
nsEnaalndduiin, adanistesiy, AARILNIY, NsEUILMST
auet, \A3nsiienefmuanis, sniulnglaga, ESET
Sysinspector (Lﬂ%‘aaﬁaﬁiwmi’maau%aﬂdum%m) way ESET
SysRescue (@3519%A0AY)

Senanisdndelng3sld gruarudves ESET uwanddivlesives
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(© ESET Endpoint Antivirus il

ESET ENDPOINT ANTIVIRUS

Protection status

Protection status 5 .
= Maximum protection

Computer + Maximum protection
Web and email + Maximum protection

@ Update —

«  Freguently used

| ¥ Run Smart scan
% Tools Statistics

Mumber of scanned objects: 62443
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N13511974%84 ESET Endpoint Antivirus

1. Protection status (@a1ugn15Ue9iu)
LmyﬁﬁmﬁﬂﬁmwLﬁaaﬁ'uazﬁ’ummﬂaaﬂﬁaLLasmiﬂaqﬁﬂuﬂﬁ]ﬁ;ﬁummﬂauﬁaLmai
anuznslesiugian iniluddessuansifinnsdosiugeanuazdalusunsurinulnd
uenanimiivhsanuzduanauyilduesulusina ESET Endpoint Antivirus feguil (5)

(O ESET Endpoint Antivirus =1of x|

ESET ENDPOINT ANTIVIRUS

Protection status

Protection status o G
= ( Maximum protection

Y Computer & Maximurm protection
oy p Web and email + Maximum protection
b =

Frequently used

| I~ Run Smart scan
% Tools Statistics

Murmber of scanned objects: 24155
License valid until: 10/31/2012
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inlugaidnldnurhnuldegngnsies aslinsssyduniomunegndides uadlusunsuyinemly
gnRes awlsINg Wsemnesrnsddunwiselonounisuduseudivies
\/ = [ v 1 v Y a
* lonsudunaudydnvalvesdgminenss - Wifinsldnstestuasgavesnouiumes awne
~ vy
nduldlaee :
« myvhaesszuulvlduuuitealndigntansldem
« prudayalidaluladman

O a A v | 1Y) Y A a a v a
¢ loroudwidouanslimsuinslesiumadifaivritedualraduigndanislda, 4
Tymlunmsdmanlusunsy (grudeyalFanlaladwen luiawnsadmanle)

Wudlude Adn? “Start all antivirus and antispyware protection modules” tatUaldau
nstlasfiugegn fdagun (6)

(O ESET Endpoint Antivirus

ESET ENDPOINT ANTIVIRUS

Protection status

E Protection status

Q Computer scan

Maximum protection is not ensured

E Computer O Security risk
‘P‘S J Update Web and email i Security notification
Setu o S " ¥
ﬁ P Antivirus and antispyware protection disabled
Some of the Antivirus and antispyware protection modules were disabled by user,
% Tools Complete protection can be enabled here: Start all antivirus and antispyware protection
modules

Freguently used
Run Smart scan
Statistics

Number of scanned objects: 25338
License valid until: 10/31/2012
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2. Computer scan (NMSaWNUADNTRILADS)

2.1 W& nAnds ESET Endpoint Antivirus aasanidumsaunuaeuiiamesifiensiamingi

Judunse lunthenswanveslusunsulsindn “Computer scan”

mMsaLnuAsNimasiuieandu 2 Useian fe

** Smart scan MsALULULANNS Iz s i s ure LR m aswas R LsT
finlaldenesinids Tnefiflilidesdiiunisle defveamsauny
wuvansnife awnsaldanudiieuas iidesdinisirunainisaunu
lngaziden NMsawnuwuvasNavaTIvaeuyn indlulasi Tussuy
sumsdaviseaunsudsiaiinsranulnesaluli

% Custom scan  axtwltawsadenlusiidnmsaunuiinmualiarmcile uazden
wWhsnenisaunulaogneaigas

dwiulunilveuuglyl 1dan Custom scan Asgui (7)

(O ESET Endpoint Antivirus

ESET ENDPOINT ANTIVIRUS

Computer scan

Protection status

Q Computer scan
= f1 ‘ Q Smart scan G
% Update Local disk scan

Computer scan

i
; \ q Custom scan.. @
ﬁ Sefup o Selection of scan profile and targets to scan
% Tools
- Frequently used
¥ Run local disk scan
o Help and support Repeat |ast scan

alla
# Computer scan setup...
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2.2 vidsanadnUi Custom scan udvzwanamisiielidenitdmunelunisluges
“Scan targets” uawiden Profile Magldlunisaunuluyes “Scan profile” fagui (8)

wihsadhmnensawnutelanunsasmuaiazasnunisudwedddle
(AN lasi wames Wa wazlvawmes) Qi%’mmiaLﬁamﬂmmamiamuﬁ
A biaamtnaniuy

% By profile setting — Wdonitmanefismunlulusiwdnsauwnuiildidonls

% Removable media - iendiaing,gunsalifudeya, USB 35/A30

#% Local drives - Bonansalasilvasssuuimue

o Network drives — i@enlasiipdotneiiuaUfaun

#%* No selection - sn@nMsEenTMLA

Custom scan

Scan targets: Scan profile:

INa selection j ‘ ISmartscarl j Setup... |

Removable media
Local drives
Metwork drives
Mo selection

| i ™ Scan without deaning

Wyl Save | i Scar | Cancel
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2.3 Winidenidmineuay Profile lumsaunuisudesuds indnUu Scan daguil (9)

2]

Custom scan

Scan targets: Scan profile:

|L0t3| drives ;I | IIn—depth scan ;I Selp... |
ER =LY

~[]*#& Operating memory
-[] <% Boot sector

-kl Network
| '\ T Scan without deaning
Gsave | W‘ Cancel
UM (9)
2.4 naneanda Scan ud Isumsaiumsaunumlaisauavaiowss aagun (10)
=101 |

ESET ENDPOINT ANTIVIRUS

Computer scan

Protection status
= Computer scan

@ Computer scan -]
Scan progress
6 Update 543 |

Target:C:\Program Files (x86)\3Com\3Com Device Manager\confimenu

ﬁ Setup Nurmber of threats: 0

| Pause || Stop |
% Toaols
0 Help and support New scan G

Show scan with log in a new window ()
Enable shutdown after scan (i)

5U# (10)
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2.5 @11150A8ATN “Show scan with log in a new windows” LWOLAASRUNANAIUAUNTN
vosnsawnulila fsgun (11)

(© ESET Endpoint Antivirus il

ESET ENDPOINT ANTIVIRUS

Computer scan

Protection status
- Computer scan

Scan progress

@ Update 4%

Target:C:\Program Files (x86)'3Com\3Com Device Manager\confimenu

ﬁ Setup Mumber of threats: 0

re— Y —
% Tools
0 el il e ﬁ Mew scan ()

Show scan with leg in a new window | <
Enable shutdown after scan (i)

mputer scan - ESET Endpoint Antivirus

Computer scan

Scan progress

54% |
Target: C\Program Files (x86)\Commeon Files\AppletMobile Device Support\Synchervices\ Clients
Murmnber of threats: 0

Chhiberfil.sys - error opening
Chpagefile.sys - error opening
C\Program Files (x86)'3Com\3Com Device Managenlib\barlandxmljar = ZIP » com/borland/xml/5tamp.class - incorrect CRC ¢k

| | i
Scroll scan log
D Shutdown after scan

|’ Pause | | Stop | | Tobackground |

SU (11)
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e 1uFesUnAflusunsuliiannsoawnuunslndle wu Indidestusesiainuniolndd
seuuldnulaeang (aeiiilude pagefile.sys waglwdtudin)

% Scan progress - kauAMHAUTITLAnIU S uRvedl N TiawnwaSauda Wisufieutu

Inidfisentsaunuey Anagldinandulidiomeiiawny

% Target - Fovaslidaunilutiogiunazsuniwedlud

% Number of threats - wansdruufoanaslae Muinulusswinanisauny

® Pause - Maﬂmiauﬂu%mwa

% Stop - Augnnsauny

v o a

@ a P a a o | |
¢ To background - awsaisenldnisaunuaug lnenisaunuivihonuegfissdainidumset

2.6 WilUsunsuvinisawnuadaseuiosuds lirdnlu OK Wiseananutsnensawny
faguh (12)

Tumiheinaasuansaanisaunuded

- Number of scanned objects : mwﬁﬁwmuiﬂﬁﬁgﬂaLLﬂuﬁy’wm

- Number of infected objects : vefsUTBANAMTNTITNY

- Number of cleaned objects : wnefsdussnnamiignidnugy

OComputer scan - ESET Endpoint Antivirus ] 0] =|

Computer scan (esl

Scan completed successfully

Scan completed in 1 minute and 42 seconds. (i

Mumber of scanned objects: 16877
Murmnber of infected objects: 0
Murmber of cleaned objects: 0

ChWindows\System32\log.txt - error opening

ChWindows'\System32\catroot2\edb.log - errar opening

Ch\Windows'\System32\catroot2\{1 27D0AID4EF2-11 D1 -8605 00 C04FC295EE catdb - error opening
ChWindows'System3 2vcatroot2V{F750E6 C3-38EE-11 01 -35E5-00 C04FC295EE catdb - error opening

SU (12)
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nsawnulasaly External drive %138 USB drive

1. n5aunu External drive %158 USB drive 31n%L819N15ha AU

1.1 ¥hn1sideamie External drive %30 USB drive iuin3osneufinmes
1.2 agdiviivhaudafeutunniyuansniie vinuanunsaiendtagyhnsaunu Extemal
drive ¥38 USB drive vi3olal faguil (13)
** Scan now - lUsunsuagyhnsawnu USB v3e Flash drive Toiviuiiui
+* Scan later - Tsunsuazlilvinnisaunu USB %3 Flash drive
& Setup... - L%ﬁgjwﬁwmmiﬁgqm

& MNew device detected

USB Storage (I:)
| = Scan now

= Scan later

= Setup..

|| Ahways use the selected option

EN|I [ 5 ) 7

10/ 15.?‘3312

SUf (13)
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2. NNSawNU USB %58 Flash drive tngn1saanan

2.1 ¥MNsLpUse External drive %158 USB drive WNAULASRIADURINDS
2.2 \Un My Computer Juanaagul (14)

_Injx]

- — — ==
‘( )IK ) L'ﬁ\ + Computer - - I Search Computer Z’J‘
Organize *  System properties  Uninstall or change a program  Map network drive  Open Contral Panel j:: * [ @

¢ Favorites + Hard Disk Drives (3)
P Desktop Local Disk {C:) Lacal Disk (0:)
; ey | "
i EvenimiE: 146 GB free of 214 GB 20” 34.3GB frec of 97.6 GB

v
i<l Recent Places

Local Disk (E:)
7 Libraries 2 203 GE free of 335 GB
[j Decuments + Devices with Removable Storage (3)
,J‘.- Music
. 5@ |
[ Pictures X6 DVD RW Drive (F:) Bl Bp-ROM Drive (G2)
E Videos [22Fn E—;y"’
Remavable Disk (H:)
1M Computer -
£, Local Disk (C3) S~ 1.95 GB free of 3.0 GB
a Local Disk (D:) - Other (1)

—a Local Disk (E:)
e REmavahle Disk (H:)

G‘j Network
.k SALE_SUP-MBOO1 Workgroup: WORKGROUP Memory: 6.00 GB
Pimthong (Mim) Processor: Intel(R) Core(TM) i7-264...

SU#l (14)
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2.3 nuulindnvnuL External drive %139 USB drive A9ia9n1sawnu vy wsw (H:)

A3nsaunud 2 wuu dadl -

wuufl 1. iden “Scan with ESET Endpoint Antivirus” itesosnisawnumibisaly External drive
w30 USB drive winthy Tnefllusunsutleatula¥a ESET Endpoint Antivirus vvhn1saununsiam
h¥aeghadeazlivinsidal3alssnlui@ dagui (15)

‘@—L‘;‘ * Computer - - m I Search Computer

Organize *  AutoPlay Eject Properties System properties  Uninstall or change a program 22

¢ Favorites * Hard Disk Drives (3)
B Desktop Local Disk {C:) Local Disk (D:)

> | -
& Downloads 146 GE fre= of 214 GB S0 3.3Ge free of 87.6 G
=l Recent Places

Local Disk (E:)

x - . = -
4 Libraries E—:,:g/ 203 GB free of 386 GB
@ Documents

J‘i Music

+ Devices with Removable Storage (3)
i ]

. &
=] Pictures ERE] DVD RW Drive (F:) B, 50-RoM Drive (G2)
v =

E Videos
Removable Disk (H:)
1% Computer
&, Local Disk (C2)
(= Local Disk (D:) - Other (1)
(= Local Disk (E:)

e Removable Disk (H:) Advanced options

Share with

€l Network
¥ et COpen as Portable Device

{ Combine supported files in Acrobat...

Removable Disk (H:) space used: Il

- Add to archive...
v‘ Removable Disk Space free: 1.9¢ 2

B Add to "Archive.rar”
B Compress and email. ..
B Compress to “Archive.rar” and email

Format...
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NIUN (16) e nyinisaunuwalaznuitly External drive 38 USB drive vasiuiilidaed 34
Azpanadutoninuduns walusunsudslildvinnsidnlSaln

O Computer scan - ESET Endpoint Antivirus

Computer scan

Scan completed successfully

Scan completed in 0 seconds, (i)

Mumber of scanned objects: -
Mumber of infected chjects: -
Mumber of cleaned objects: ]

MSCVVHSOT.exe - Win32/Hakaglan,G worm
HAautorun.inf - Win32/Hakaglan.G worm
HASCVWVHSOT.exe - Win32/Hakaglan.G worm
H:\Mew Folder.exe - Win32/Hakaglan.G worm
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WUU9l 2. 1@en “Advanced option -> Clean files” tafisnsaununilasal External drive %39

USB drive Tneiilusunsutlasiulada ESET Endpoint Antivirus agvinnisidalasalsisnlusi dagud
(17)

- @J I Search Computer

g
@

AutoPlay Eject Properties  System properties  Uninstall or change a program 3

+ Hard Digk Drives (3)

- Favorites
P Desktop
4 Downloads

Local Disk {C:) Local Disk (D:)

= >
146 GB free of 214 GB “:-:;n/ 34,3 GB free of 97.6 GB

"] Recent Places
Local Disk (E:)

-'J
S0 203 GB free of 335 GB

« Devices with Removable Storage (3)

7 Libraries
@ Documents
J? Music
[E5] Pictures

E Videos

=

5[} DVD RW Drive {F:)
=

Open in new window
Open AutoPlay. ..

BD-ROM Drive {G:)

1 Computer
&, Local Disk ()
(= Local Disk (D:)
g Local Disk (E:)

~ Other (1)

(@) Scan with ESET Endpoint Antivirus

o= Removable Disk (H:)

Advanced options

Share with

€l Network Open as Portable Device

% Combine supported files in Acrobat...

Ciarantine file
Submit Files for analysis ..
Check file reputation using ESET Live Gtid

) Removable Disk (H:) space used: I @, 44 t5 orchive...
V Removable Disk Space free: 1.96 GB $add to "Archive.rar™

B Compress and email...
B Compress to "Archive.rar” and email

Format...
Eject
Cut
Copy

Create shortcut
Rename

Properties
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NIUN (18) e nyinIsaunuwalaznuinly External drive 38 USB drive vasiuiiliiaey
TUsunsutlesiulisa ESET Endpoint Antivirus agvinnisidnlasalnsnluds

nputer scan - ESET Endpoint Antivirus

Computer scan

Scan completed successfully

Scan completed in 5 seconds, (i)

Mumber of scanned objects: &
Mumber of infected chjects: 3
Mumber of cleaned objects: :

HMASCVWHSOT.exe - Win32/Hakaglan. G worm - cleaned by deleting - quarantined
HASCWVWVHSOT.exe - Win32/Hakaglan.G worm - cleaned by deleting - quarantined
HASCOVWHSOT.exe - Win32/Hakaglan. G worm - cleaned by deleting - quarantined
H:autorun.inf - Win32/Hakaglan.G worm - cleaned by deleting - quarantined
H:iautorun.inf - Win32/Hakaglan.G worm - cleaned by deleting - quarantined
H:autorun.inf - Win32/Hakaglan.G worm - cleaned by deleting - quarantined
H:\Mew Folder.exe - Win32/Hakaglan.G worm - cleaned by deleting - quarantined
H:\Mew Folder.exe - Win32/Hakaglan.G worm - cleaned by deleting - quarantined
H:\Mew Folder.exe - Win32/Hakaglan.G worm - cleaned by deleting - quarantined
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Tusewinsauny mnlusunsutiostiulda ESET Endpoint Antivirus nsaanuladasing o1aasi
wisedsgud (19) Tiwinisnsnasudelwdiignasiamuindulidaumie lndlusunsuiiddny
vaohuiaeld mnldlelnduvdelnglsunsufiddyuesi veuuzshlsinnisaulwais Tnonis
ﬂﬁﬂﬁﬂu “Clean”

Alert

Threat found

Object: C:\kilgodzilz.vbs
Threat: VBS/Butsur.G worm

Event occurred on a new file created by the application: C:\Program Files
WYinRARVWINRAR. exe. Please submit this object to ESET for analysis.

Clean - Recommended
L. . The object contains 3 possible threat for your system.
wr This option will completely remove possible threat from
Your system.

) No action - Mot recommended
Q,_E@F‘ Despite a potential threat, the object will not be
cleaned or deleted and will persist in the system.

w Show advanced options

L

SUT (19)
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N13ATANUNI TR
nsungnIAsanALansaigsruuldangaidldauningg wu wii, Inawme il
i, Hrudlia viseangunsaifinenidneenls (USB, Aardneuen, 37, 337, Aaufind Lusy)
dmusietnavinludl ESET Endpoint Antivirus 9An1siunnsyngn wazsEuUaEnsIanuNs
ynsningldy

% nstlesussuulduuuieald

’0‘ {] [y Y =2 &

% nstesiunisfiaiu

** nstlesiudiualaadud

o MsELNUABNTIMD TLADINTS
niwinenisudsieuazsngIuluiuinisudadeuluyuyinasvemiinge daguil (20)

ESET Endpoint Antivirus ~x R
4 o o,
o - N Object: Wanmanulnandunse
Wanmsranudniluloda = 23 - v
CWindows) System32\winvifur.exe TdsunInazudamaudumn
‘ Threat:
) & o & o o
Touazilszinnuadiid o > Win32/TrojanDownloader.5mall. PKY trojan Tnevinnsavliduazinu
v o e e Information: ME-H o o105
19aNg ———> . . ANNANLALNUL
TBRARINTIN cleaned by deleting - quarantined L
ESET Endpoint Antivirus + % [N
4 S 4
L . Obiect: Weanuvan W @ndpan e
Gulafanaillvan g —)o i . L e . 2
http://eicar.org/download/eicar.com.xt Tsunsuazuiafauliuunuas
Threat: >‘ 4 e an <&
Bicar test File wigansiliansanuiylmeiiu
Infemmatione : waziniulndnfiannudeniug
connection terminated - quarantined

5Uf (20)

v : Adilusunsuimuaduen Default Wensianubiauazauiewss avaiiunisvhany
avo1a i (Clean) usidn Clean lid599zvihinisau (Delete) IndnRnlasadia wagvinisinduludll
(Quarantine) Fagldanansavinisgiviaauls
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3. Update (nM38wanlusunss)
3.1 M3wan ESET Endpoint Antivirus 1udsednduiSnmsiidigalelinenfinmosil
sgfumssnyaTulasniogean Tuganssmemazyiliiilailusunsudy fanuvuasi
aglanelagldandds Ao lnensdmanguteyalida uasniseniavesusenauredunsy

dendndmanluviisslusunsumdn sgwuanuznssmanluagiu yudsiuiiazinan

voanssmemiidnianfiangn uazuansinasdesdinssmanvdel

stiwimdnarinesturesgrudeyalata endniuaviavasdlusuiulaives ESET e

uansgudayaouaTiindoun

% Last successful update - Yuflananiismang utoya

% Version signature database version - minelauguteyalisanismanlianan daiendn
wasludaiulusiues ESET ilegmenisvesgiudeyaiifisduin

Ocropomaanns
ESET ENDPOINT ANTIVIRUS

Update
Protection status

0 Computer scan

3 Update 1
gl

ﬁ Setup

% Toals

o Help and support

Update

5\2’ Update virus signature database

Run update of virus signature database and program modules,

- ) Last successful update: 8/25/2012 T:44:45 PM
Virus signature database version: 7416 (20120825)

SUf (21)
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3.2 NTTUIUNTONLAY

7a99INAAN “Update virus signature database” nsrUIUNIAMIIvanazisusy
91U ﬁ]zLLamuaummﬁuwﬁﬂmimaﬂwammznm‘ﬁmﬁaﬁm%’mﬂiﬂnu“[wamzﬂﬁﬂg
Fu mndesnisen@nmssmanliadn “Abort” é’ngﬂ‘ﬁ' (22)

© ESET Endpoint Antivirus i

ESET ENDPOINT ANTIVIRUS
Update
Protection status Update

g Computer scan

Virus signature database update

© vpaer
Update progress: 320 kB / 582 kB

ﬁ Setup File name: noddBCF.nup
Remaining time (sec.): 1

% Tools | Abort @

5Ui (22)
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4. Setup (N13519A")
Yy Setup Hdendasialuil
X4 Computer

** Web and email

nsRaAnstesiu Computer avtaeliaunsailavielansldauselui ;
+%* Real-time file system protection - nMstesussuulnauuuEealngd
% Device control - MsmuANgUnsal
% HIPS - szuutleatunisyngniililead
% Presentation mode - anisunaue (deldnulusunsuduuuy Full Screen)
% Anti-Stealth protection - ssuudlasiuladauszuangning

nssarnIstlasiu Web and email axdeliannsnidavielalinusolud
% Web access protection - iz‘uuaLLﬂumi%’U?iqsﬁ’ayjaﬁgwmmu HTTP i3 HTTPS
*%* Email client protection - n1sAuAMMsARaTMsBlaldukulusinaea POP3
ey IMAP

ESET ENDPOINT ANTIVIRUS

Setup

Protection status

Q‘ Computer scan

Setup

f.h i Computer

ﬁ Update i 4= Real-time file system protection + Enabled

T Device control " Enabled

HIPS v Enabled

ﬁ Setup @ Presentation mode Disabled

| ' Anti-5tealth protection + Enabled
% Tools

. Web and email
Web access protection + Enabled
o Help and support Ernail client protection + Enabled

ﬁ Import and export settings...

Enter advanced setup...

SUf (23)
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5. Tools (n3esile)
wiyedesile UsznaudeTugaitaslinnssanislusunsudetumssddadoniufiudmiu
flddugs wytheiintosdioelud : Uil (29)
< Log files
+%* Protection statistics
%* Watch activity
< Running processes
+* Scheduler
+* Quarantine
% ESET SysInspector
+%* Submit file for analysis
% ESET SysRescue

ESET ENDPOINT ANTIVIRUS

Protection status
= Tools

Scheduler

‘ D Log files
@‘ Update Last record: 8/30/2012 3:53:00 AM Number of scheduled tasks: 6

Protection statistics uarantine
ﬁ Setup o B Q

Threat statistics Mumber of quarantined ohjects: 6

% Toals m Watch activity ESET Syslnspector
File system Mumber of computer status
snapshots: 0
o Help and support

e Running processes

Reputation information powered by

ESET Live Grid
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